TITLE: SECURITY SYSTEM FOR 
COMMUNICATING DATA BETWEEN ... 
INVENTOR: RAO 

APPLICATION NO.: UNASSIGNED, 
CONF. NO. ; DOCKET NO. 14897US02 
ATTORNEY: CCW, PHONE: 312-775-8000 



r 



105 



111 



Transport 



Mgmt. 
Client 



=5 

109' 



Device 
Reader 



=5 

113' 



Device 
Wrappers 



11? 



125 



107 127 



4 



119 



.121 



123 



* Provisioning 
| System I 



Billing 



Transport 



Mgmt. 
Server 



Carrier Network 



Fig. 1A 



TITLE: SECURITY SYSTEM FOR 
COMMUNICATING DATA BETWEEN ... 
INVENTOR: RAO 

APPLICATION NO.: UNASSIGNED, 
CONF. NO. ; DOCKET NO. 1 4897US02 
ATTORNEY: CCW, PHONE: 312-775-8000 



r 



.155 



161 



<5 ^ 










SMS Client 




Mgmt. 
Client 


I SIM Card ' 
I Reader . 


Device 
Wrappers 








„ L 


(— 






157 177 



175 
I Billing 



A 



159 7 163 
^169 



165 



.171 



173 



1 Provisioning 
| System I 



SMS Server 



Mgmt. 
Server 



Carrier Network 



167 7 



Fig. 1B 



TITLE: SECURITY SYSTEM FOR 
COMMUNICATING DATA BETWEEN ... 
INVENTOR: RAO 

APPLICATION NO.: UNASSIGNED, 
CONF. NO. ; DOCKET NO. 14897US02 
ATTORNEY: CCW. PHONE: 312-775-8000 



^05 



209 



J 



SIM Card 



J 

211° 



SIM Card 
Reader 



221 



215 



217^ p 



SMS Msg. 
Processor 



Download 
Agent 



Upload 
Agent 



227J^ 



Transport 



Device 
Wrappers 



-219 



Device 
Config 



*213 



Security 



I Static Key 
| Info | 



^225 



Li "-207 



Applications 



'229 



Mobile Handset 



Fig. 2 



307 



309 



311 



313 



315_P 



31 LP 



TITLE: SECURITY SYSTEM FOR 
COMMUNICATING DATA BETWEEN ... 
INVENTOR: RAO 

APPLICATION NO.: UNASSIGNED, 
CONF. NO. ; DOCKET NO. 14897US02 
ATTORNEY: CCW, PHONE: 312-775-8000 



Start 



Provision 
mobile 
handset 
with local 

key 
component 



I 



Send 
dynamic 
key using 

SMS 
transport 



I 



Process 

SMS 
message 



I 



Determine 
dynamic 
key 



I 



r 



305 



325 



End 



I 



Provide 
Update 
packages / 
data 



323 




321 



Concatenate 




/ Assemble 




keys to 




generate a 




security key 





Employ 
security key 
for 

subsequent 
communicat 
ion 



319 



Fig. 3 



